IlamaTKa 0 cocofax cOUATbHOM HHKEHEPUU M HEOOX0AMMBIX Mepax
0e301mMacHOCTH

CouunanpHasi UHXKEHEPUS WM «aTaka Ha YeJOBEKa» — 3TO COBOKYITHOCTh
MICUXOJIOTUYECKUX U COLMOJIOTHYECKUX MPUEMOB, METOJIOB U TEXHOJIOTHM, KOTOPHIE
MO3BOJISIOT MOJYYUTh TOCTYN K KOH(MUIESHIIUATLHON MHGOPMALIHH.

KubepripecTynnHUKN Bce 4allle MCIOIb3YIOT METO/IbI COIMAIIbHON MHKEHEPUU
JUTSl IPOHUKHOBEHUS B MHMPACTPYKTYPY OpraHM3aIMu IIpH 1iesieBoi atake. CoriacHo
CTaTUCTHKE, KOJIMYECTBO aTak C HCIOJb30BAHHEM COIMAIbHON HMHKeHepuu B 2021
rojy Belpocio Ha 216%. 3m0yMBbIIIIEHHUKY, IPEAITPUHAMAS MTONBITKA HAUTU JOCTYM

K CUCTEME WJIM LIEHHBIM JIaHHBIM, HUCTOJB3YIOT CaMO€ YA3BUMOE 3BE€HO — YEJIOBEKa.
[Ipoctoit nmpumep — TenedOHHBIN 3BOHOK, /1€ IPECTYITHUK BBITAET ce0s 32 KOT0-TO
JPYToro, MbITasiCh y3HATh Y a0OHEHTa KOH(PHUACHIINAIbHYIO HH(OpMaIUIo, UTpast Ha
YyBCTBaX 4YeJIOBEKa, OOMaHbIBash WM IIaHTaXUpys ero. K cokaneHuto, MHOTHE
MPOJOJKAIOT TONAAaThCsd HA TAaKWE JIOBYIIKHM UM JIOBEPUMBO PACCKA3BIBAIOT
COIIMAJIbHBIM XaKepaM BCE, 4YTO UM HYKHO.

YenoBeueckuil (pakTop MO-MPEKHEMY OCTaeTCs CIaOdbiM 3BEHOM B JIIOOOM
CUCTEME 3alllUThl, MOATOMY CETrOJHS KaK HHUKOI/IA BO3pPACTaeT MOTPEOHOCTH B
O0Oy4EeHHH COTPYJHUKOB OCHOBAM MH()OpPMAIMOHHON O€30MaCHOCTH.

Takke CTOUT OTMETUTBH, YTO HA TEKYIIMH MOMEHT COLMalbHAs WHYKECHEPUS
YCTaHOBMJIA MPOYHYIO CBSI3b C KUOEPIPECTYITHOCTHIO,

PaccMoTpuM camblie nonyJisipHbIe METO/IbI COIUATLHOM HHKEHEPU U

Tak Ha3piBacMasi «ATaka Ha 4YEJIOBEKa» MOXKET MPOU3BOAMTHCS MO MHOTUM
CIIEHApUsiM, HO CYIIECTBYET HECKOJbKO Haubojee pachupOoCTPaHEHHBIX TEXHUK
pabOoThI 3710YMBIIIJIEHHUKOB.

dumuHr
OcHo6HOU YNOD HA HEBHUMAMEIbHOCHb.

Meron cOopa Moab30BaTEIBCKUX JAHHBIX JUIsI aBTOPU3AIMU — OOBIYHO 3TO
MacCOBBIE PACCBUIKM CIlaMa I0 AJIEKTPOHHOHM mouTe. B KiaccuueckoM clieHapuu
HA TIOYTY OKEPTBBI MPHUXOAUT TMOJJIETBHOE IHUCHMO OT KaKOW-TO W3BECTHOM
OpraHu3aliy C IPOCHOOH MEePEHTH MO CCHUIKE W aBTOPU30BAThCs (BBOJ KOMOWHAIIUN
JIOTUH/TIapoJib). YTOOBI BBI3BaTH OOJBINE JIOBEPHUS, MOIICHHUKH MPHUIYMBIBAIOT
CephE3HBbIC MPUYUHBI IS TIEPEX0/1a M0 CChUIKE: HaIPpUMEp, MPOCIT MOTEHIIUATBHYIO
KEPTBY OOHOBHUTH TMapOJib WM BBECTH PA3IMYHOTO poOAa MEPCOHATHHYIO
unpopmaruio (PUO, Homep TenedoHa, TOKHOCTD U T.1I.).

Tposin

OcHOBHOIL YNOp HA HEGHUMAMENbHOCMb, 008epue.

Bupyc He 3ps moaydni cBo€ Ha3BaHKE IO MPUHIIUITY PaOOThI TPOSHCKOTO KOHS
u3 ApeBHerpeueckoro wmuda. Toapbko NpuUMaHKOH 37ech CTaHOBUTCA email-
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COOOIIeHHE, KOTOPOE MPU KIACCUUYECKOM CIIEHAPUHU MOIIIEHHUKOB 00€IaeT ObICTPYIO
NpPUOBLIb, BBIMTPHIIT WU JAPYTHUE «30JI0ThIE TOPbI» — HO B pe3yJbTaTe 4YelOBEK
MOJIYy4YaeT BUPYC, C MOMOIIBIO KOTOPOIrO 3J0YMBINUIEHHUKU KpPAaayT €ro JaHHBIE.
JlaHHBIM BUA aTaku TOXXKE€ HEOOXOAMMO OTHOCHTh K METOJaM COLMAIbHOM
WHXEHEpUH, MOTOMY 4YTO CO3/aTelId BHpPyCa KakK IPAaBWIO XOpPOUIO 3HAKOT, Kak
3aMacKUpOBaTh BPEJOHOCHYIO MPOTpaMMy, 4YTOOBI Bbl HaBEpHSIKA KIMKHYJIH TIO
HY>KHOU CCBUIKE, CKayalld U 3aIyCTUIN (aiii.

YacTto COTpyAHUKH HENPEIHAMEPEHHO TMOMOTAOT 3JO0YMBIIIJIEHHUKY B
Pa3BUTHHU aTakW, Mepechbuiasi 3apaKe€HHOE MHChMO KOJUIEraM € MPOChOOW OTKPHITH
BJIO)KEHUE WM TEPEUTH Mo cchuike. Hampumep, B Telle mucbMa HCHOJIB3YHOTCS
GOpMYIMPOBKM M3 TOBCEAHEBHON CIIy>)KEOHOW  JESTENBHOCTU. «YBakaemble
HAYaJIbHUKW TIOJPA3CICHU, HampaBisieM Tpa@uK OTIYCKOB Ha TEKYIIUWA TOJ.
[Ipocum poBectu 0 cOTpyAHUKOB U T.JA. C yBaxkeHHEM, OTIeNn KaapoBy». llpu
MOJIOKUTEIIBHOM JIJIS 37I0YMBIIJIEHHUKOB PAa3BUTHH COOBITUN MUCHMO MEPEChUIACTCS
[0 OpraHu3aiuu. B cBoO ouepenr COTPyAHUK, MOJTYYUBIINNA MUCHMO YKE OT CBOETO
KOJUIETH a0COJIOTHO HE MOJI03PEBAET O HAIMYUU CChIIIOK Ha BpeaoHocHoe [10.

Kak TONBKO 3JIOyMBINUICHHUK YOEIWJICSA, YTO COTPYAHHK MPHUHSIT €ro 3a
KOJUJIETY WJIM KaKOE-TO JOBEPEHHOE JIHUI0, PACIIPOCTPAHUI MUCHMO MO OpPraHU3AINH,
B XOJ€ NAJbHEHIIEH MEPENUCKU OH MOXKET MOMNBITATHCS IMOJIYYUTh HYXKHYIO €My
uH(OpMaIUIO, HE BBI3bIBAsI MO03peHUI. Tak MOXXKHO y3HATh BEPCUIO UCIIOJIb3YyEMOT0
[10, nanuuue aHTUBHpYyca HA pabOYeM KOMIIBIOTEPE, AIEKTPOHHYIO MOYTY APYTHUX
COTPYIHHUKOB, HOMEpa MOOWJIBHBIX TelehOHOB, CTPYKTypy KommnaHuu. Bce 5310
NPEACTABIAECT IEHHOCTh M MOXET MCHOJIb30BAThCA MPH IUIAHUPOBAHUHM U
MIPOBEJCHUH MOCIEAYIOINX COMOTEXHUYECKHUX aTaK.

3II0yMBIIUICHHUKA YacTO ONUPAIOTCS Ha CTpaxX, >KaJAHOCThb, HAaJEKIbI,
OKHJIAHUSL U JAPYTUE€ 3MOIMHU, KOTOPbIE MOTYT 3aCTaBUTh IOJIb30BATEIS MOIIATHCS
CUIOMHHYTHOUM cnaboctu. Korma BHe3amHO Ha TOYTY MPUXOIUT MUCHBMO «CIHCOK
COTPYIIHUKOB Ha YBOJBHEHHE» — TMOJb30BaTEIh 3a0bIBaeT 00 AJIEMEHTapHBIX
nmpaBuiaX TEXHUKH KUOepOe30macHOCTH, OH JakKe HE 3alyMBIBAETCS, MOYEMY €My
BOOOIIE TPUIILIO MOJO00HOE MHUCHMO.

YacTo ObIBaCT Tak, 4TO UMEHHO TeMa MUChMa MOOYKIAET COTPYIHUKA OTKPHITh
€ro, MEePENTH 0 CChUIKE, CKauaTh W 3aIyCTUTh (aily, He pa3doupasch — KTO aapecar
Y TI0YEMY JIOMEH OTIIPABUTEINSI HAMTMCAH KAK-TO CTPAHHO.

Ecnu HenocTaTOuHO BHUMATENIBHO OTHECTUCH K MMPOYTEHHUIO TAKOTO MUChMA, TO
MTOJBOX 3aMETUTh HEMPOCTO.

[IpenckazyeMo cTpax yBOJIBHEHUS WM COKpAIIEHUS — JOCTATOYHO MOIIHBIN
dakTop, 4T0OBI 3a0BITH O MpaBWiIax WHGOPMAIIMOHHONW OE30MacHOCTH: TMHChMa C
TaKoW TEeMOW B OOJBIIMHCTBE CIIy4aeB MOOYKIadM TMOJIH30BATEICH COBEPIIHTH
MMOTECHIMAJIBHO OIMACHOE JAEHUCTBUE. BBICOKMI MPOLEHT ycrexa MOKa3bIBAlOT NUChMA,
1€ €CTh  CJIOBA  «IPEMHS»,  «IOOUIPEHUE»,  MOBBIIMICHUE  3apILIAThI»:



3I10yMBIIUIEHHUK MOKET TaKKe MOMbITAThCS MPUBSI3aTh TEMY PACCHUIKUA K KAKOMY-TO
3HAMEHATEJIbHOMY COOBITHIO (€CIIM paclojaraet, HampuMmep, CBEICHUIMHA O HEJaBHO
MPOIIEAIIEM B KOMIIAHUU KOPIOpaTUBE), MPOPECCUOHAIBHBIM U TOCYAapCTBEHHBIM
pa3HUKAM.

Jopo:xHoe 10J10K0

OcHo6HOIU YNOp HA 008ePUUBOCTb, THODONBIMCMBO

[IpencraBnser coboif amanTamWiO TPOSHCKOTO KOHS ©  COCTOWT B
VCIIOJIb30BaHUU buznuecKux HOCUTENEN (CD, Gu1I-HaKonuTeNnei).
3/I0yMBIIUICHHUK OOBIYHO T0J0pachiBa€T TaKOW HOCHUTENb B OOIIEIOCTYITHBIX
MeCTaXx Ha TEPPUTOPHH KOMIIAHWU (MMapKOBKH, CTOJIOBBIE, pabouyue MecTa
COTPYIHUKOB, TyasneTsl). JlJig TOro, YTO0Bl y COTPYAHUKA BOSHUK UHTEPEC K JAHHOMY
HOCHUTEII0, 3JIOYMBINIUICHHUK MOKET HAHECTH HAa HOCHUTENb JIOTOTHI KOMMAHUHU U
KaKylo-HUOyap» moanuch. Hampumep, «JlaHHBIE O TMPOAAXKax», «3apruiaTa
COTPYIHHUKOBY», «OTUET B HAJIOTOBYIO» U JIPYTOE.

Ycayra 3a ycayry

OcHOBHOUL Ynop HA 008ePUUBOCb

Hcnonb3yst 3TOT METOH, 3I0YMBIIIJICHHUK MPEICTABISETC COTPYIHUKOM
CIIy’KObl TEXHUYECKON MOMJIEP)KKM U CIpalIuBaeT O Hajduuuu cOoeB B pabore
MpPOrpaMMHOr0 00€CTeUeHHUs, TMpelaraeT HCIPAaBUTh BO3HUKIINE HEMOJAIKU
B CHCTEMeE JTMOO MPEeAYNPEAUTh O BEPOSITHOCTU UX HACTYIICHUS, XOTS Ha CAMOM JIeJie
npobiem B padote 1O He Bo3nukano. XKepTBa BEpUT B HAIMYUE HEUCTIPABHOCTEH H,
BBITIOJIHSSI YKa3aHUA XaKepa, JIMYHO MepeaéT eMy TOCTYI K BaXHOW WH(OpMaIIUu.

PacnipocTpaneHHbIN  ClleHapWii, Korja TIOJb30BaTe€llb CcaM TOBOPUT 00
OTCYTCTBUU BpPEMEHHM U COOOIaeT HEeOOXOAMMBbIE TMapOiM IS TOro, YTOOBI
COTPYIHHUK TEXHHUYECKOM TMOJACPKKH CaMOCTOATEILHO TIPOBEN HEO0OXOJUMbIe
MaHHUIYJIALIH.

Oo0OpaTHas couMabHasA HHKEHEPHUS

OcHOBHOUL Ynop HA 008EPUUBOCMb, HEGHUMAMELHOCb

Mertonuka HampaBlieHa Ha TO, 4YTOOBI J>KepTBa camMa oOpaTuiach K
COLIMAJIPHOMY HWHXEHEPY W BbIJalla €My HEOOXOIWMBIC CBEICHHsS. JTO MOXKET
JOCTUTAThCSI HECKOJIBKUMU Y TSAMHU:

Bueapenue ocoboro IO

OcHo6HOI YNOp HA HEBHUMAMENbHOCHb

Ha »iexTpoHHYI0 TOYTy MOCTynaeT MMChbMO, HHPOPMUPYIOIIEE O BO3MOKHBIX
cb0sx B pabOTe YacTO HCMOJB3YEMOTO MPOTPAMMHOIO oOecmedeHus (Hampumep,
naker OoQUCHBIX mporpamm). B 3ToM ke mNHCbME yKa3aHbl KOHTAKTHBIC IaHHBIC
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CTHCIMATUCTa TEXHUYECKON TOJICPKKH, HCIOIb3yeMble 3J0YMBIIUICHHUKOM. [lpn
BO3HMKHOBEHUU c0O0sg B pabore BeimenepeuncienHoro I[10, mnonb3oBaTenb
BCIIOMHHAET O paHee TMOCTYNHUBIIEM TMPEAYNPESKICHUN H  CBSI3BIBACTCS  CO
37I0YMBIIUICHHUKOM B JIMIIE TEXHHYECKOTO CTICIIHAIIUCTA.

Takum 06pazom, cUTyaIus 3apaHee MoJICTPOSHA, TT0JIb30BaTeN b CBA3BIBACTCS C
colMalibHbIM xakepoM. HanaxkuBas padoty I1O, nmpousBonasrcs HEOOXOIUMBIE IS
B3JIOMa MaHUMYJSIIIUH. A KOTJa B3JIOM OOHapy»XHBAeTCs, COLMAIBHBIA WHXKEHEP
ocTaéTcsi BHE MOAO3PEHUS (ITOCKOJIbKY CO3/aeTCsl BIICYATIICHHS, YTO OH IOMOTAll
BaM).

SAKVIIOYEHUE
C  yd4eroM  U3JI0KEHHOIO, CaMble  pPACIPOCTPAHECHHBIE  CLEHApHUU

BBINIICYKA3aHHBIX aTaK Peau3yrTcs myTeM email-pacchuiok.

[IpyunHON TOMY OTHOCHUTEJIbHAsI JICIIEBU3HA W MPOCTOTA TAKUX METOJIOB, a
TaK)Xe BbICOKasA 3(PPEKTUBHOCTb.

Ha Tekymmuii MOMEHT 1€J€BOM BEKTOp TMOJOOHBIX aTaKk 3HAYUTEJIBHO
CMECTWJICS OT TIOJIy4eHHsS JOCTynma K HHpopMauu K €€ YHUYTOKECHHUIO
(OTOKMpPOBaHUIO) TyTEM NMPUMEHEHUS BUPYCOB-IIH(POBAIBIIUKOB.

JIns psAIOBBIX IOJB30BATENEN CaMblii AKTYaJbHBIM M JCHUCTBEHHBIM COBET —
BCErjla OCTaBaThCid OJUTENbHBIMU, MPOBEPATH HH(MOpPMaALUIO 00 OTIpaBUTEINE,
NpexXJe YeM MEepelTH MO CChUIKE WJIM CKadaTh mpeajaraeMblil (aitn — yoeaurbes,
YTO 3TO HE BpENOHOCHBIM pecypc. IlomyudeHHble @Qailnbl nepes OTKPHITHEM
HEOOXOJAMMO TIPOBEpUTH C TmoMoliblo aHTuBUpycHoro I10. Crout Takxke
YAOCTOBEPUTHCSA, YTO JOMEH OTIPABUTENS JIETMTUMHBIA M peanbHbld. B ciydae
BO3HUKHOBEHHUS COMHEHUM, pEKOMEHYETCS MPOBEPUTH, JEHCTBUTEIBHO JIU aJIpecat
OTHPABJIS JAHHOE MUCHMO W SIBJIAETCS JM OH HACTOSIIIUMM BIAJENIbIIEM JOMEHA U
(WM) DJIEKTPOHHOTO SIIUMKA, CBA3ABIINCh C HUM KaKUM-TO aJbT€PHATUBHBIM
criocoO0OM, HapUMeED, YepPe3 MECCEHKEP WM 10 TeJIeOHY.

CBOEBpPEMEHHOE BBISIBIICHHE U TMIPECEUYCHHE AaTaKu TO3BOJUT H30€XKaTh
CEPBE3HBIX MOCIEACTBUM.

UTto KacaeTcsi OpraHu3alMOHHBIX MEP, TO OCHOBOU SABJISIETCA CUCTEMATHYECKOE
MOBBIIMICHUE OCBEIOMJIICHHOCTH COTPYJHUKOB B 00JMacTd WHOOPMAITMOHHON
0€30IaCHOCTH.

Uccnenosanue xommnanuii B o6iactu b mokaseiBarot, uro 38% opranuzamuii
BOOOIIIE HE MPOBOSAT TPEHUHTH JJI COTPYIHUKOB 110 Bompocam UB, a 37% nenaror
3T0 (QopManbHO, 0€3 Kakoi-nbo nmpoBepku 3>PPeKkTUBHOCTU. XOTSA MPOBOIUTH
NEePUOINYECKOe 00yUeHHE C KOHTPOJIEM MH(OPMUPOBAHHOCTU KaXIOTO COTPYAHUKA
KpaitHe BaxHO. [Ipu 3TOM mponecc MOBBIIIEHUS OCBEIOMJIEHHOCTU JOJDKEH B
MEepPBYI0 oOdYepeah ObITh HAaMpaBleH Ha MPAKTUYECKYI0 CTOPOHY oOecreueHus
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0e30MacHOCTH, a KaXIblii COTPYIHHUK JOJKEH IOHMMATh CBOM OOSI3aHHOCTH U
OTBETCTBEHHOCTH 3a obOecneuenue Ub.

OTnuyHas mpakTUKa, KOrJa COTPYIHMKH omnoBemniatoT mnoapaszaenenus Ub o
TOM, YTO UM MPUIUIO COMHUTEILHOE MUCHBMO, OCOOCHHO €CIM 3aMETHO, YTO Haj
pacChUIKOM THIATENBbHO MopaboTanu. B TakoM ciywae, Jake e€ciu 3apaxe€HUue WM
yT€4YKa UMEJIH MECTO, €lI€ MOXHO YCIIETh ONEpPAaTUBHO OTPEAarupoBaTh Ha aTaKky U
MPUHATH KOHTPMEPHI.

OcHoBHbIE MEpPbI MO0 3amuTe OT BbIHICHCPECYUC/ICHHBIX BHI0B
CoOMMAJIbHBIX aTak.

— Coxpansiite 6auTeJbHOCTH. Beerna obpaiaiite BHUMaHue Ha OTIPABUTENS
MUCceM M ajpec caiiTa, rlie coOMpaeTech BBECTH KaKWE-TO JUYHbBIC JIaHHBIE.
Ecnn 310 moura Ha QOMEHE KPYNHOW OpraHu3alvd, yJIOCTOBEPHTECH, UTO
JIOMEH MMEHHO TakOoM M B HEM HET omnedarok. Eciu ecTb COMHEHUs —
CBSDKUTECh  C TEXIIOAACPKKOW WIIM IPEICTABUTEIEM OPTraHU3alUU 10
oQUIMaTHHBIM KaHATaM.

— MHcnoab3yiiTe TOJABKO 10BEPEHHbIE HOCUTEIH HHPOPMALIUH.

— He mepexoaure Ha MNOAO3PUTEIbHbIE CAWTHI M He CKayMBalTe
COMHUTEJIbHBIE (palliibl, OJUH U3 CAMBIX JIYULIUX IOMOIIHUKOB COLMAIBHON
HUHKXEHEPUHN — JIFOOOIBITCTBO.

— He wucmoab3yTe OAUH M TOT 3Ke MNAPOJb Ui JOCTyNa K JMYHBIM M
KOPIOpPaTUBHBIM (pabo4rm) pecypcam.

— Hcnoab3oBanue AHTUBUPYCHOIO NPOrpaMMHOI0 o0ecreveHms.
Henonyiienue ero oTKIFOYEHHUS.

— CucremMaTtuyeckuidi HMHCTPYKTa:K. Bce CcOTpyaHMKHM JOMKHBI  OBITH
MIPOUHCTPYKTUPOBAHBI O TOM, KaK BECTU ce0s TpU 0OHAPY>KEHUU MOMBITOK HIIN
OCYILIECTBIICHUSI HE3AKOHHOTO ITIPOHUKHOBEHUS.



